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Spontaneous speech recognition

Word error rate
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Image recognition

Top-5 classification accuracy
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The RF community is catching up!

Can we have simpler, machine learned ComSoc 6000
systems? T e S o G i A
e This is the era of Al and big data! f EF JOURNAL ON

. ] . . SELECTED AREAS IN
* The RF/wireless community is catching up |[SUVIVIUNTINFTONE

* Numerous appllcatlons ;‘:;;:II:E”E:ARNINGIN WIRELESS COMMUNICATION
* Modulation/demodulation
« Equalization - p—
* Channel coding
* Modulation recognition ...
 ..and more

» MACHINE LEARNING IN WIRELESS

”

Tim O’Shea and Jakob Hoydis, “An introduction to deep learning for the physical layer,
IEEE Trans. On Cognitive Comms and Networking, Vol. 3 Issue 4, Dec 2017

Y
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https://www.comsoc.org/jsac/cfp/machine-learning-wireless-communication
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Task 1: Security in the internet of
things (1oT)

v
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loT security

 MAC addresses are easily spoofed
e Nefarious actor could get unauthorized access

- -
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loT security

 MAC addresses are easily spoofed
e Nefarious actor could get unauthorized access
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0T security: signal characterization

 MAC addresses are easily spoofed
e Nefarious actor could get unauthorized access
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0T security: signal characterization

 MAC addresses are easily spoofed
e Nefarious actor could get unauthorized access
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0T security: signal characterization

Simplified RF transmitter Received bit transitions

Reconstruction
In-phase —> ~ T

filter
X Impedance
# —>
matching network

Reconstruction j

uadrature —»
Q filter

x(t) = Re [((h,.(z x Re [a, (t) (fjwm}> (t) + 7 (h.f,:«,,l, x I'm {a.. (1) (2-7”(t)}) (l‘)) (fjgﬁf“f]
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0T security: signal characterization

Simplified RF transmitter Received bit transitions

x (1)

Reconstruction
In-phase —» ) ~
filter
X Impedance
— L — .
matching network

Reconstruction j
filter

Quadrature —»

Signal characterization can be achieved by measuring the
relationship between the in-phase and quadrature impulse
responses of the reconstruction filters

T
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0T security: signal characterization

Prior art looks to extract discriminative features by hand:
» Signal/modulation specific
* Need full signal demodulation
* Time consuming and involved process
Usually designed to work with the dataset at hand (no generalization)

WWWM—»-—-—-

Input signal E
(complex 1Q)




0T security: feature learning

Low-Level Mid-Level| |High-Level
Feature Feature Feature
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loT security: feature learning

Angle

X Encoder Decoder X
Thickness
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0T security: feature learning

Structured representations to address the challenges in the
wireless domain

Device

v
7

-

b Received signal

Angle of
arrival

| - Channel effects

Device
fingerprint

s v
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loT security: feature learning

A generative signal model:

Yy ~ cat (I/K) Device label

zly ~ CN (/LZ (y), diag (O’Z (y) )) Latent signature

X|Z ~ CN (qu (z) ,diag ((7.,[. (z) )) Observed data

ELBO = Eq(z)x) [logp (x|2)] — KL (¢ (z[x) |[p (z]y))

Decoder Encoder Prior g
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0T security: feature learning

A generative signal model:

Yy ~ cat(l/K) Device label

Z‘y ~ CN (qu (y) 7dia'g(az (y) )) Latent signature

X‘Z ~ CN (Hx (z) ,diag (Jm (Z) )) Observed data

Source: EXP
In this model, the marginal distribution of the

latent signature is a mixture of Gaussians
2
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loT security: feature learning

M
L(0,6:X) =) Egzx) logpe (x:]Z)] — Dicr (g0 (Z1X) || po (2[y))
i=1 \_Y_I
Encoder
8 %‘ Low-dim
: g § encoding
: o
S .

v
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loT security: feature learning

M
L(0.6:X) =) Ey,zx) logps (x:]2)] — Drcr (g5 (Z1X) || po (2]y))
i=1 -
Decoder
e Wmm
é mew
Signature it :

Sequence of DFT outputs v
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RFMLS datasets
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Signal libraries: 10T security

* Large dataset (~¥11TB) total . —
«  WiFi (~103M) and ADS-B (~3.5M) signals Wik
» Signal metadata in SigMF format (JSON)
* Each metadata file is associated with one
binary file that contains the signal data

 Each metadata file can contain thousands of ADS_ B +

annotations

Large and diverse dataset
specifically collected for Radio ML.
The first of its class!

T
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https://github.com/gnuradio/SigMF

Signal libraries: o securit

"global™:{
"core:datatype": "cilé_le",

:version
:shaS51
"6Tbfel6fac96cée 3b56£fab25e1813c35852¢cc847b33e9d812407£deSb8e7920£4££5a67a479653860£83775810c6fe
. eS ce5106418 .
General data Collectlon "core:description": "Interleaved I&Q component A complete sample is 16 bits of I followed
"core:licen "DARPA RFMLS data use agreemen .

SA5106B,B040 , 3.6.0235. LNA: ZEL-0812LN. i : . Antenna: LP-1019

information:

* Licensing
e Sampling rate

¢ etc. ety 10m

:freq_upper_edg

Annotations:
e Signal start sample
¢ Signal end Sample "capture_deta : rence_number": "A-5561-10",

"rfml:label ) 3 fi_3 dataset-4"]

1
I

* |abel (

"capture_detail

capture_detail gnal_reference number": "A-5561-14",
"rfml:label _ ataset-9"]
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Experimental results
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Experimental results: 100 device identification

Sequence length = 1
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Experimental results: 100 device identification

Sequence length = 10
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Experimental results: 100 device identification

Sequence length = 20
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Experimental results: 100 device identification

Sequence length = 30
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Experimental results: 100 device identification

Source: EXP E)(PEDITICJ :‘
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Experimental results: identification

19 bit-wise identical WiFi devices

e \Verify that the machine learning system is not just recognizing the MAC address
e All devices were given the same MAC address

0.0 1.0
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Task 2: spectrum awareness —
saliency and control

v
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Video recorded using:
http://websdr.ewi.utwente.nl:8901/
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Spectrum awareness: saliency
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http://websdr.ewi.utwente.nl:8901/

Spectrum awareness: saliency

A wideband signal detection problem R |
Traditional systems require “signal features” ; | | | ’ i |
computed a-priori | |} |
Systems are usually designed for the current |
target set i
Large signal variability in time, frequency, and
power

Time

WiFi is up to 800x wider than | 1
ADS-B. ADS-B is >40dB higher Frequency

power tha n Bluetooth h’E’ElO://Websdr.ewi.utwente.nl:890§1'/5
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http://websdr.ewi.utwente.nl:8901/

Spectrum awareness: saliency

The key question: Can we detect the important signals in wideband signal data?

* “Important” is defined by the user Need to find the important signal

in complex backgrounds
Example “important” signals are:

« APCO | . |

e Bluetooth g | |

+  CDMA-2000 Forward l | ] |
|
|

Q

« CDMA-2000 Reverse £ |
. DECT - §
e AlS IR | ' |

| i

| |
just to name a few Frequency \%
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http://websdr.ewi.utwente.nl:8901/

Spectrum awareness: saliency

We can view this task as a semantic segmentation problem

Learned time-frequency
representation

EE e
H—H - con
|»

Pooling (Downsample)
H Transposed Convolutions (Upsample)

= Residual Connection (Summation)

Source: EXP ‘f%
EXXPEDITION \“
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Spectrum awareness: saliency

We can view this task as a semantic segmentation problem
Truth Predicted

Learned time-frequency terommEEEEmEEs

representatlon

l I —"ﬂ*l*l +  Convolution

Pooling (Downsample)

Approved for Public Release, Distribution Unlimited

Transposed Convolutions (Upsample)

= Residual Connection (Summation)
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Spectrum awareness: control

Frequency

Time

T
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Spectrum awareness: control

%

%

%

Frequency

Time

T
EXPEDITION Weg

Approved for Public Release, Dis.ribution Unlimited ' =" N 252% Y -



Spectrum awareness: control
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Spectrum awareness: control
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Spectrum awareness: control
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Spectrum awareness: control
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Spectrum awareness: control
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Spectrum awareness: control
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Spectrum awareness: control
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Spectrum awareness: control
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Spectrum awareness: control
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Spectrum awareness: control

Ct
Sensor Configuration
Control Parameters: BW, Fg, W, A, etc.

Reconstructed Detection Vector

TA3 Radio TA2B Learned

Configuration Sequence

TA2A Important Ct+1,heur

Signal Detector AE— - 010 V) |

. Configuration Sensor Config
J - Coordinator

RF Frontend

Tuning Command T

% RF Frontend

| Expert Policy

Beamformer

TA3 Radio
Controller

Ct+1
Selected Sensor Configuration
Control Parameters: BW, Fg, W, A, etc.
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RFMLS datasets

P
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https://wccftech.com/nvidia-volta-tesla-v100-ai-research/

Data rate challenges

* Sample rates 100MHz — 500MHz
* Data rates anywhere from 400MB/s to 2GB/s

It would be impossible to
handle such high data rates
without GPUs

'.,./_' :.;\'
https://www.nvidia.corTﬁ/en—us/data—center/tesla—leO/

T
EXPEDITION Wg

Approved for Public Release, Distribution Unlimited ' ="M 252%Y -


https://www.nvidia.com/en-us/data-center/tesla-v100/
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Signal libraries: Saliency and Control

Dataset expected to be roughly 60TB in size _ WI

Metadata provided in SigMF format

Backgrounds and signals of interest provided separately
Create datasets by a “mix-and-match” scheme Bluetooth

Example important signals: The dataset supports the following tasks:
e 802.11x * Identify important signals which may be possibly
« ADS-B immersed in a complex background of confusors
e Bluetooth * Identify signals deemed important because they
e APCO 25 Ph1l are modifications of known signals
 WiMax * Unsupervised anomaly detection
* Object classification from signal ensemble .
EXPEDITION W

Approved for Public Release, Distribution Unlimited


https://github.com/gnuradio/SigMF

Experimental results
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Experimental results: saliency
Recall the network architecture:

Learned time-frequency

representation
I |"I'>I — |]'>I*I #  Convolution

Pooling (Downsample)

I “ Transposed Convolutions (Upsample)
= Residual Connection (Summation)

The input is an array of dimensions 256 x 64,

that is, 256 windows of 64 1Q samples each o
EXPEDITION \‘
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Experimental results: saliency
Experiments performed with data simulated using GNU Radio

Experiment 1:

Scenario:

* 10signal types

* 2 MSps

*  “Dynamic channel”

* SNR uniformly distributed on [3dB, 20dB]
* Signal center frequency varied randomly
Training/Eval.

* Trained on 400 random configurations

* Eval on 100 unseen random configurations
e Allsignals labeled as “important”

T
EXPEDITION WWeg
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Experimental results: saliency

Truth Prediction

BPSK_50k

dBPSK_12.5k
GFSK_25k

[ I B B B B B I B B B I B I N N G WM E E E N EE NN E GFSK_SOk

OFDM_16QAM
OFDM_QPSK
16QAM_50k
64QAM_75k
QPSK_100k

l QPSK_25k

Source: EXP EXPEDITION \:‘
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Experimental results: saliency
Truth Prediction

<l . . BPSK_50k

-------------------------- dBPSK_12.5k
GFSK_25k
.J - . GFSK_50k

OFDM_16QAM
OFDM_QPSK
16QAM_50k
64QAM_75k
QPSK_100k
| apsK_2sk

Source: EXP EXXPEDITION
Approved for Public Release, Distribution Unlimited ' ="M 252%Y
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Experimental results: saliency
Experiments performed with data simulated using GNU Radio

Experiment 2:

Scenario:

* 10signal types

* 2 MSps

*  “Dynamic channel”

* SNR uniformly distributed on [3dB, 20dB]
* Signal center frequency varied randomly
Training/Eval.

* Trained on 400 random configurations

* Eval on 100 unseen random configurations
* Only one signal labeled as “important”

T
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Experimental results: saliency
Truth Prediction

OFDM_QPSK

Source: EXP EXPEDITION \:‘
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Experimental results: saliency

Inference on

scenarios 1 & 2
- - I using the same data - -

2
Source: EXP EXXFED! TION “
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Experimental results: saliency

Lrrr s __ -} Learned

spectrogram de-
y background signals

2
Source: EXP XPEDI TIOMN ‘:‘
Approved for Public Release, Distribution Unlimited ' ="M 259%Y



Final thoughts

* RFMLS seeks to develop the foundational technologies to make
fielded radio frequency machine learning systems a reality

* Potential to revolutionize the well-established field of wireless
communications with simpler, more secure systems that can
better adapt to a dynamic, increasingly challenging
environment

v
EXPEDITION \‘

Approved for Public Release, Distribution Unlimited ' ="M 252%Y .



Contact us! (We're hiring!)

Enrico Mattel

Greg Harrison
Expedition Technology, Inc.

(571) 429-6141
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